W hen you dig into the details of supposedly "overnight" success stories, you frequently discover that they've actually been years in the making. Virtualization has been around for more than 30 years-since the days when some of you were feeding stacks of punch cards into very physical machines-yet in 2007 it "tipped." VMware was the IPO sensation of the year; in November 2007 no fewer than four major operating system vendors (Microsoft, Oracle, Red Hat, and Sun) announced significant new virtualization capabilities; and among fashionable technologists it seems virtual has become the new black.
Virtualization is the provision of an abstraction between a user and a physical resource in a way that preserves for the user the illusion that he or she could actually be interacting directly with the physical resource. While you could imagine virtualizing any physical resource, the focus of this issue of Queue is the computing machine virtualization that is the current rage. The user gets a high-fidelity copy of what appears to be a complete computer system, while he or she is actually dealing with an abstraction layer known as the VMM (virtual machine monitor) that runs on the real machine and maps resources on behalf of the user.
FULL VIRTUALIZATION HARDWARE-ASSIST SERVER CONSOLIDATION DESKTOP VIRTUALIZATION LIVE MIGRATION
It's interesting to go back to Gerald Popek and Robert Goldberg, writing in 1974, to see that from a model point of view very little has changed: "A virtual machine is taken to be an efficient, isolated duplicate of the real machine," they wrote, explaining the concept through the idea of the VMM: "As a piece of software a VMM has three essential characteristics. First, the VMM provides an environment for programs which is essentially identical with the original machine; second, programs run in this environment show at worst only minor decreases in speed; and last, the VMM is in complete control of system resources." In 1882 J.P. Morgan's house on New York's Madison Avenue became the first private residence with incandescent lighting. 3 The lack of abstraction from the complexity It's worth looking at the benefits of virtualization from two points of view: from the perspective of the user who is above the VMM and from the perspective of the infrastructure provider beneath it.
To an application developer or service operator, virtualization can be very enabling. You can have access to (virtual) quantities of resources in combinations that aren't practical or cost effective in the physical world. You can achieve the illusion of having hardware components that are unattainable or fleets of systems that you can't afford. You can isolate applications into distinct environments to facilitate needs such as business continuity, destructive testing, closer observation, or crash-only operation. You can spend less time upgrading operating systems and qualifying hardware. You can isolate an application that you don't trust in a jail, or indeed be jailed yourself if you're not to be trusted by others. Finally, it's important to bear in mind that various virtual machine environments with quite distinct requirements can run simultaneously on a single set of physical hardware resources.
In some organizations the combination of procurement policies and vendor lead time pressures application developers to specify production systems before their application is even designed. Guesswork ensues. Virtualization has the potential of reducing the cost of a bad guess, and beyond that it could facilitate self-scaling and right-sizing applications that make guesswork a thing of the past.
Running multiple virtual machines, perhaps with different operating systems, on a single physical machine is the most widely discussed advantage from the point of view of the hardware infrastructure provider. Such server consolidation facilitates more efficient use of physical infrastructure assets.
There are other interesting benefits from the infrastructure provider's point of view. You might make changes to the physical infrastructure to scale capacity, to repair equipment, or to modify the configuration of 
Why NOW?
Why does a technology such as virtualization "tip" and quite suddenly gain so much momentum? One turning point was the 1997 Disco work by Mendel Rosenblum and colleagues at Stanford University on using virtual machines to run multiple commodity operating systems on a single scalable multiprocessor. 4 Their later breakthrough in 1998, after founding VMware, allowed users to run multiple instances of x86-compatible operating systems on a single commodity PC.
As the adoption of open source operating systems on commodity hardware gained momentum, in 2003 researchers at Cambridge released Xen, an open source VMM that allows multiple commodity operating systems to share conventional hardware very efficiently. 5 The availability of both commercial and open source VMMs for commodity hardware and the excessive (for many applications) capacity of modern PCs and servers have combined to lead to the rapid adoption of virtualization in recent years.
hOW is it dONE?
The VMM provides the hardware abstraction that encapsulates and isolates a given virtual machine from other virtual machines on the physical machine. The guest virtual machine may have privileged and nonprivileged instructions that need to be run. For efficiency the nonprivileged ones can be executed directly without the involvement of the VMM. The privileged instructions are caught by the VMM where they can be simulated or mapped to a physical resource. In the Xen implementation the VMM can operate at a higher privilege level than the supervisor code of the guest operating systems in the virtual machine, and as a result it is described as a hypervisor. On x86 architectures the supervisor code from the operating system in the guest VM is typically run in the otherwise unused ringlevel one, and is thus isolated from applications in the guest virtual machine that will run in ring three.
At WhAt LEvEL virtUALiZAtiON?
The special focus of this issue of Queue is on machine or platform virtualization, but there are other levels at which virtualization can be provided to facilitate useful abstractions.
Application virtual machines provide an abstraction from other applications within the same operating system, rather than below the operating system. Aside from abstraction and isolation, their purpose is to allow applications to be portable, without modification, to different computer architectures or operating systems. Examples include the Java Virtual Machine and the Microsoft .Net CLR (Common Language Runtime).
A different level of abstraction is evident in the various approaches to providing managed desktops and application mobility to personal computer or terminal users. Among these are the research on the Collective architecture done at Stanford 6 and the Sun Ray virtual thin client that Sun Microsystems uses for desktop virtualization. In addition, a variety of efforts are under way to provide a higher level of abstraction by creating a desktop environment within the confines of a browser. One example is WebShaka's YouOS.
PErfOrMANCE iMPACt
As noted earlier, performance is one of Popek and Goldberg's essential characteristics of a VMM.
7 While presenting the implications of virtualization for software developers, Uli Drepper covers the performance topic extensively elsewhere in this issue ("The Cost of Virtualization"), while Scott Rixner discusses performance impacts specifically in the area of network I/O ("Network Virtualization: Breaking the Performance Barrier").
AvAiLAbiLity iMPACt
Virtualization on its own has little direct impact on availability. In some cases there can be a positive effect from the user's abstraction from the physical hardware. In addition, the spreading of multiple instances of an application across many small virtual machines can force the application owner to consider how to scale out rather than up. Mendel Rosenblum et al. have researched the possibility of encapsulation of the complete state of a running virtual machine, including its operating system, applications, data, and processes.
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This has led to what's now widely called live migration, the ability to suspend a running virtual machine and subsequently to resume it on a different physical system. This is done not only for availability reasons such as working around planned downtime, but also in some cases so that a system can be resumed on a more appropriately sized virtual machine. Some applications will not deal gracefully with the suspension of time, however. As an approach to fault tolerance, the attempt to keep an instance alive through live migration contrasts markedly with the model advanced by the ROC (Recovery-oriented Computing) joint project between Stanford University and UC Berkeley. 9 The ROC group doesn't focus on MTTF (mean time to failure). Such a focus might assume that failures are generally problems that can be known ahead of time and should be avoided (or if possible routed around or migrated around). Instead they take a crashonly approach that focuses more on MTTR (mean time to repair). The ROC model appears to be gaining traction among major Internet services.
bUsiNEss iMPACt
One benefit of virtualization is the breaking of coupling between applications, operating systems, and the physical hardware. Some interesting possibilities arise as the relationship between users and the hardware that they consume is abstracted in a virtualized environment, as long as the fidelity characteristic is maintained. Not least of these possibilities is vastly greater resource utilization, especially in utility computing environments as discussed elsewhere in this issue by Werner Vogels ("Beyond Server Consolidation").
Yet another business consideration is the impact that virtualization might have on software licensing. Although a clear pattern has yet to emerge, one likely model is treating a virtual processor as equivalent to a real licensed processor or core. Another possibility is metered licensing that is based on how long the virtual machine runs.
Summary
Virtualization looks set to become more widely adopted. The capabilities of the technology have evolved considerably in recent years, and it now provides a useful abstraction that is of benefit both to the virtual machine user and to the physical infrastructure provider. Q
